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import hashlib

class MerkleNode:
def __init__(self, left=None, right=None, data=None):
self.left = left
self.right = right
self.data = data

class MerkleTree:
def __init__(self, data_list):
self.leaves = []
self.root = None

self.build_tree(data_list)
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def _hash(self, data):
if isinstance(data, str):
data = data.encode('utf-8')
return hashlib.sha256(data).hexdigest()
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def _build_leaves(self, data_list):
self.leaves = [MerkleNode(data=self._hash(item)) for item in data_list]
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def build_tree(self, data_list):
self._build_leaves(data_list)
nodes = self.leaves|:]
while len(nodes) > 1:
new_level = []
for i in range(0, len(nodes), 2):
left = nodes|[i]
right = nodes[i+1] if i+1 < len(nodes) else nodes[i]
combined = left.data + right.data
parent = MerkleNode(left=1eft, right=right, data=self._hash(combined))
new_level.append(parent)
nodes = new_level

self.root = nodes[0] if nodes else None
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def get_root(self):

return self.root.data if self.root else None
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def generate_proof(self, index):

2 if index < 0 or index >= len(self.leaves):
return None

4 proof = []

node = self.leaves[index]

6 current_index = index

nodes = self.leaves]|:]

8 while len(nodes) > 1:
new_level = []
10 for i in range(0, len(nodes), 2):

left = nodes[i]

12 right = nodes[i+1] if i+1 < len(nodes) else nodes[i]
if current_index == 1i:

" proof.append(('right', right.data))
elif current_index == i+1:

16 proof.append(('left', left.data))

parent = MerkleNode(left=1left, right=right, data=self._hash(left.data +
< right.data))

8 new_level.append(parent)

current_index //= 2

20 nodes = new_level

return proof
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verify_proof & ZNRIEIIE. Merkle BRZMRIGH, MIINIEHETEE. EMBIEREFR, &R
NAREPNEETRER, TERLRHEHSRIEHLLI.
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def verify_proof(data, proof, root_hash):
current_hash = hashlib.sha256(data.encode('utf-8') if isinstance(data, str) else
— data).hexdigest()
for direction, sibling_hash in proof:
if direction == 'left':
combined = sibling_hash + current_hash
else:
combined = current_hash + sibling_hash
current_hash = hashlib.sha256(combined.encode('utf-8') if isinstance(combined,
— str) else combined).hexdigest()

return current_hash == root_hash
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